Networking: perfSONAR, SciTags and WLCG
Site Network Monitoring
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https://agenda.hep.wisc.edu/event/2297/overview

Overview

, | want to provide status and updates for WLCG Networking relevant
m for WLCG HEP, to both inform you and discuss where relevant:
e perfSONAR status, deployment and near-future updates
e SciTags news and deployment
l ¢ \WLCG Site Network Monitoring update

We can cover additional items based upon interest during our
discussion block.

@ Open
uting Gri

wWLCG
Worldwide LHC Computing Grid

| also wanted to note that this is the work of many people, including
Marian Babik/CERN, llija Vukotic/UChicago, Petya Vasileva/UM
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Active perfSONARS  communities in Use

pS Toolkit Version vs Time Last 2 years

; N . perfSONAR 5.0 introduced

Unique count of external_address.dns_name

timestamp per day

e Long-term trend of perfSONAR releases adoption shows a steady downtrend
o  Only reachable “toolkit version” installations are shown (stacked plot)
o  Stability and reliability of the releases clearly playing a role

e New strategy and deployment models will need to be considered

o  Exploring simple deployments (without complex components such as OS)
o Providing means to easily reset/restart deployment (to avoid accumulation of issues)
o Easy to co-locate with storages (or even co-hosted on storages with multiple NICs)

+ W I—C: (3 @ Open Science Grid 6
Worldwide LHC Computing Grid :
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' Network Measurement Platform Plans

£ & e Our platform/pipeline is evolving, with some components replaced or retired.

s o Forwarding to UNL and backup to FNAL still to be implemented

o pS Monitoring - Enable changes to get container monitoring (via Prometheus)
o ps Dashboard - integrate with Analytics Platform/Grafana (MaDDash retired)
o ps Configuration - clarify development roadmap and support

perfS@ONAR pS Dashboard

;;;;;;

- Experiments,
Alarms S
/S +» Sites,NRENs
Alertss'

Network Analytics
Platform

Store (long-term) ~ Tape

%9 elastic working

o=
' ‘% Jupyter

% elastic

+ W I—C: (3 @ Open Science Grid 6
Worldwide LHC Computing Grid =
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#1 o perfSONAR 5.2.0 was just released 3 days ago

o Number of bug-fixes since 5.1
' o We will need to get a sufficient number of sites running the new version for a while to

see if this release helps for robustness and resource limitations we have seen.
o See Release Notes for more details

e Our current deployment has issues with resiliency and reliability.

o Possible issue: trying to test to many things with some toolkits

o The transition to deploying OpenSearch(OS) as the MA may also require
more resources than our hosts are capable of delivering

o Now that 5.2 is released, we will be exploring the testpoint container as a
new best practice recommendation.

m Our sites will get instructions on how to deploy and configure in the
next few months

@ ESnet GECA>NT<7 W

INDIANA UNIVERSITY

Worldwide LHC Computing Grid
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https://www.perfsonar.net/releasenotes-2025-06-02-5-2-0.html

- .14l ® Key Features and Challenges:
’;3”(‘1.' e Easy to deploy using Docker, e.g., docker run -d --name perfsonar-testpoint --net=host
perfsonar/testpoint.
e C(Concerns:
e Potentially limited local cache to sustain central service outages.
e Limited remote monitoring capability without additional features or packages.
e Deployment docs, performance and integration with OS need development &
testing (e.g., policy based routing for multi-NIC)
e Future Development and Operations:
e We are developing instructions for OS bootstrapping, Docker-compose files, and OS
configuration scripts.
e Monitoring improvements rely on Prometheus perfSONAR node exporter and host
exporter and these need testing and tuning.
e Focus will be on stability, persistent configuration, caching results, and automated
updates via cronjobs.
Target for new deployment: ready by end of summer 2025 (depends on pS developments)

HTC25 USATLAS-USCMS
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: (“& The perfSONAR Testpoint container allows a simplified deployment model that is less resource
A% intensive and easier to maintain and update.
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z Scitags Reminder: Description and Purpose

e Scientific Network Tags (scitags) is an initiative promoting identification
; of the science domains and their high-level activities at the network
e level.

INTERNET. l\\ e > -
2D ESneteeﬁ\nQ } B rve Jisc BRELDRLELISY STHRLIGHT

ccccccccccccccccccccccc
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e Experiments/Collaborations can better understand how their network
flows perform along the path
o Network performance studies, sites profiling
e Research and Education Network Providers gain visibility into
sources and purpose of the network traffic
o Enable tracking and correlation of network flows with REN systems
o Facilitates debugging and capacity planning

@ Open Science

wWLCG
Worldwide LHC Computing Grid

o
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.~ SciTags Goals for the US

4@ We have an IRIS-HEP metric, tracking the number of US sites identifying their
» traffic via SciTags (either Fireflies or packet marking).

For the next WLCG Data Challenge (DC27), we would like to have at least 80%
of our traffic identified via SciTags.

USCMS has been leading here (6 sites instrumented) because Xrootd has
supported sending SciTag fireflies since version 5.0 and USCMS heavily utilizes
Xrootd

@ Open Science

USATLAS uses dCache which hasn’t yet provided a working SciTags firefly
capability...but this is fixed in upcoming v 11.0.
- AGLT2 is testing a SciTags enabled version backported 10.2.13

wWLCG
Worldwide LHC Computing Grid

o

HTC25 USATLAS-USCMS 8




. = Rucio (from 32.4.0) and FTS/gfal2 from 3.2.10/2.21.0
%f = Works for both HTTP and XRoot protocols (cf. technical specification)

Storages:
=  XRootD provides Scitags implementation (from 5.0+)
In production at several sites

= EOS provides Scitags support from 5.2.19+

In production at CERN EOS ATLAS, CMS and ALICE
dCache firefly support released in 11.0 replacing PoC introduced in 10.0
= AGLT2 testing backported dCache with SciTags for version 10.2.13
= for readout from XRoot and HTTP protocols underway
= StoRM provides Scitags support from 1.4.3+

* |n production at CNAF for all supported experiments

@ Open Science
[ |

wWLCG
Worldwide LHC Computing Grid

Collectors:
= Production deployments at ESnet, Jisc, in discussion with GEANT
= Site-collector running at CERN

o

HTC25 USATLAS-USCMS 9



https://xrootd.slac.stanford.edu/doc/dev54/xrd_config.htm#_Toc88514010
https://italiangrid.github.io/storm/
https://dashboard.stardust.es.net/d/b8dddac0-5b24-4739-9c8d-e88a05c1344f/scientific-network-tags3a-rande-dashboard?orgId=2&var-site=CERN&var-experiment=All&var-activity=All

z SciTags Monitoring and Next Steps

)
(3 @ Open Science Grid
omputing Grid

wWwLC
Worldwide LHC Computi

o

ESnet has provided a dashboard for their global receiver:
https://dashboard.stardust.es.net/goto/HVw6rRLHQg?0orgld=2

As we increase coverage, we should see additional information show up there
We are working on “extending” the information we provide in the SciTag UDP
“end” firefly

We are adding information about the flow (total bytes, duration, etc) as well
as harvesting and sending information from the network stack.

We should discuss the kind of information we may want to collect

As we determine what should be sent, we will work on improving our
dashboards.

There is much more information about SciTags from the recent HEPiX
presentation

HTC25 USATLAS-USCMS 10



https://dashboard.stardust.es.net/goto/HVw6rRLHg?orgId=2
https://docs.google.com/presentation/d/1Vdhs1Lc5asMKSccrFkiaBA0IIuS9kl5PBoBQf6FdIRU/edit?slide=id.g8036819354_0_7#slide=id.g8036819354_0_7
https://docs.google.com/presentation/d/1Vdhs1Lc5asMKSccrFkiaBA0IIuS9kl5PBoBQf6FdIRU/edit?slide=id.g8036819354_0_7#slide=id.g8036819354_0_7
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We ran a campaign prior to the WLCG Data Challenge 2024 to instrument as
many of our sites as possible, capturing the total traffic IN/OUT
- We have the code and documentation in CERN Gitlab:
https://qitlab.cern.ch/wlcg-doma/site-network-information

- Instructions for SNMP monitoring is at
https://qitlab.cern.ch/wlcg-doma/site-network-information/-/tree/master/\W
LCG-site-snmp?ref type=heads

Many of our US sites already provide monitoring data:
http://monit-grafana-open.cern.ch/goto/htIBOgLHg?orgld=16 (see next slide)

Two issues: Not all sites covered and we are missing IPv4 vs IPv6 information

HTC25 USATLAS-USCMS 11



https://gitlab.cern.ch/wlcg-doma/site-network-information
https://gitlab.cern.ch/wlcg-doma/site-network-information/-/tree/master/WLCG-site-snmp?ref_type=heads
https://gitlab.cern.ch/wlcg-doma/site-network-information/-/tree/master/WLCG-site-snmp?ref_type=heads
http://monit-grafana-open.cern.ch/goto/htIB0gLHg?orgId=16

+ W I_C: (3 @ Open Science Grid
Worldwide LHC Computing Grid

WLCG NetSite Network Input/Output
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Missing SWT2,0U,MIT,UCSD,Wisconsin (others?)

Can we get these working well in advance of DC277?

]
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: US-Vanderbilt

: US-UFlorida-HPC

: US-Purdue

: US-Nebraska

: US-NET2

: US-MWT2 University of Chicago

: US-MWT2 Indiana University

: US-CMS

: US-CIT

: US-BNL

: US-AGLT2 Michigan State University
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OUT:
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US-UFlorida-HPC

US-Purdue

US-Nebraska

US-NET2

US-MWT2 University of Chicago
US-MWT2 Indiana University
US-CMS

US-CIT

US-BNL

HTC25 USATLAS-USCMS

Mean: 0 Mb/s Max: 0 Mb/s
Mean: 2.44 Gb/s Max: 43.3 Gb/s
Mean: 554 b/s Max: 554 b/s
Mean: 17.0 Gb/s Max: 68.6 Gb/s
Mean: 328 Mb/s Max: 12.8 Gb/s
Mean: 35.0 Gb/s Max: 180 Gb/s
Mean: 29.2 Gb/s Max: 95.2 Gb/s
Mean: 62.0 Gb/s Max: 318 Gb/s
Mean: 6.24 Gb/s Max: 94.3 Gb/s
Mean: 25.1 Gb/s Max: 87.0 Gb/s
Mean: 2.74 Gb/s Max: 14.8 Gb/s
Mean: 0 Mb/s Max: 0 Mb/s
Mean: 1.44 Gb/s Max: 11.1Gb/s
Mean: 0 Mb/s Max: 0 Mb/s
Mean: 11.1 Gb/s Max: 25.8 Gb/s
Mean: 296 Mb/s Max: 8.36 Gb/s
Mean: 46.4 Gb/s Max: 126 Gb/s
Mean: 9.56 Gb/s Max: 21.9 Gb/s
Mean: 29.0 Gb/s Max: 147 Gb/s
Mean: 22.9 Gb/s Max: 64.9 Gb/s
Mean: 38.3 Gb/s Max: 197 Gb/s

US-AGLT2 Michigan State University Mean: 1.35 Gb/s Max: 5.99 Gb/s
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" WLCG Site Monitoring To-Do

@ Open Science

wWLCG
Worldwide LHC Computing Grid

o

We are planning to improve the WLCG site network monitoring to differentiate
IPv4 vs IPV6.

The current MIB we query for the traffic IN/OUT, also includes other OIDs that
monitor IPv4 or IPv6 specific traffic.

We will be updating the SNMP tools to also output traffic IN/OUT for both IPv4
and IPv6

We will need to update the central CERN MONIT Grafana instance to capture
and display this information.

Timescale: end of summer 20257 Sites will need to update their query script.

HTC25 USATLAS-USCMS 13




| We have a significant effort underway to support analytics and alerting on the
ule data we are collecting from the network (primarily perfSONAR metrics)
- Requests for particular capabilities ?
- See “backup slides” at end for more details
There is still work to be done in validating all the various monitoring data we are
collecting to ensure we clearly understand what is measured.
- We need to make sure units and selection criteria are known for the data

@ Open Science

What other monitoring ideas/topics should we discuss?

We can wait to cover this till the Discussion at the end of this session.

wWLCG
Worldwide LHC Computing Grid

o

HTC25 USATLAS-USCMS 14




Summary

e Updates to perfSONAR and OSG/WLCG network measurement platform

o perfSONAR 5.2 is out with new features required for our evolution.
o New infrastructure monitoring and dashboards are (or will appear) in production.
o Simplified deployment models are being evaluated and documented.

e The Scilags project is making progress
o Goal is to instrument at least 80% of our network transfers via SciTags before DC27
e WLCG Site Network monitoring will update soon to provide IPv4/IPv6 visibility

e We have to continue to watch our network monitoring infrastructure as it is
a complex system with lots of areas for issues to develop.

Question or Comments?

HTC25 USATLAS-USCMS 15
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+ W I_C: (3 @ Open Science Grid
Worldwide LHC Computing Grid
o

OSG/WLCG Networking Documentation

o https://opensciencegrid.github.io/networking/ (old, being updated soon)
perfSONAR Infrastructure Dashboard

o  https://atlas-kibana.mwt2.0rg:5601/s/networking/goto/9911c54099b2be4 7ff9700772c3778b7
perfSONAR Dashboard and Monitoring

o  http://maddash.aglt?2.org/maddash-webui
o (old) https://psetf.opensciencegrid.org/etf/check mk
o (new, beta) https://psetf-itb.aglt2.org/etf/check mk

Scitags Update from HEPiX
https://docs.qoodgle.com/presentation/d/1Vdhsi1lLc5asMKSccrFkiaBAOIIuS9kI5PBoB

Qf6FdIRU/edit?slide=id.g8036819354 0 7#slide=id.g8036819354 0 7
Toolkit information page

o https://toolkitinfo.opensciencegrid.org/
ATLAS Alerting and Alarming Service: htips://aaas.atlas-ml.org/
The pS Dash application: https://ps-dash.uc.ssl-hep.org/
ESnet WLCG DC Dashboard:

https://public.stardust.es.net/d/IkFCB5HNk/Ihc-data-challenge-overview?orgld=1

HTCZ5 USATLAS-USCMS
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https://opensciencegrid.github.io/networking/
https://atlas-kibana.mwt2.org:5601/s/networking/goto/9911c54099b2be47ff9700772c3778b7
http://maddash.aglt2.org/maddash-webui
https://psetf.opensciencegrid.org/etf/check_mk
https://psetf-itb.aglt2.org/etf/check_mk
https://docs.google.com/presentation/d/1Vdhs1Lc5asMKSccrFkiaBA0IIuS9kl5PBoBQf6FdIRU/edit?slide=id.g8036819354_0_7#slide=id.g8036819354_0_7
https://docs.google.com/presentation/d/1Vdhs1Lc5asMKSccrFkiaBA0IIuS9kl5PBoBQf6FdIRU/edit?slide=id.g8036819354_0_7#slide=id.g8036819354_0_7
https://toolkitinfo.opensciencegrid.org/
https://aaas.atlas-ml.org/
https://ps-dash.uc.ssl-hep.org/
https://public.stardust.es.net/d/IkFCB5Hnk/lhc-data-challenge-overview?orgId=1

Backup Slides Follow
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Active perfSONARS  communities in Use

8/ {\ S0 NIC speed perfSONAR distributions pS NIC MTU
AN
X;& @ 10,000,000,000 £ 5141618 1.82% ® 514-1el0 3 ® 1500 3
- ) 400100 bl . 5131e9 3.03% — \ ® 508-1e7 3 ? | 9,000 :
,...-»»* ‘ @ 100,000,000,000 ‘ ® 514-1 : y | ® 9216 3
ok ® 40,000,000,000 % ® 513-1el9  E «j"': ® 8992 £
’;A}\/’l ' @ 20,000,000000 3 osuates ;[ y
e -1.000,000 : ‘; 5 e 416-1el7 & | ‘
200,000,000,000 £ ‘ 4.4.4-1el7
P 25,000,000,000 £ 4.46-1el7
N @ 400,000,000,000 : ® 5.0.8-1el8
o 441-1el7

e 95.8% toolkits now on 5.x
o Still about 4.2% on 4.x :(
o 35% still on EL7 (all the 4.x and some of the 5.x)
Core deployments are still on 10Gbps, but we have about 20% with 100Gbps
o For WLCG/OSG testing purposes 10Gbps is still sufficient
o We have some 200 Gbps and 400 Gbps hosts
o Important to refresh HW along with the update to EL9
e MTU - around 36% on jumbo frames (9000), rest is on standard frames (1500)

HTC25 USATLAS-USCMS 19
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erfSONAR Infrastructure Monitoring

g&| e Updatedto CheckMK 2.3.0 (from 1.6.0
= o Integration with ClILogon (single-sign on) - moving away from x509 certs
" e New test

o Node diagnostics based on “pscheduler troubleshoot” command

-'/.‘I " " f " "
e Nowin pre productlon at pset Itb.aglt2.org uses OSG C”_OQOH reglstr.
M . . . . .
2 [ oving Into productlon within the next week on psetf aglt2 org
5 . .
o
o .
5 Main dashboard ~ Overview
° Monitor > Overview > Main dashboard
@ Hosts handled p
S al Dashboard Add Dashboards Display Help @ & Y 308 0
2 Unhandied p
8 ) s d
entie Host statistics Service statistics Host Problems (unhandled) 5015
= 1854 | OK State Host lcons Age Summary Evanis Uanandied p
0 0
Customize o Al 0 | In downtime
0 § In downtime 0 § On down host
o 0 | Unreachable 276 | Warning > Bookmarks
0 ) Down
B Setup ' 12288 Dnkoown + Master control
] 308 | Total 1661 | Critical
Notifications
=3 15 § Total
£ £015 0 jfota Service checks
2 Service Problems (unhandled) Events of recent 4 hours Hossehecks
3 Flap detection
5} Time  Host Service Summary Event handlers
o Your query produced more than 1000 results. Repeat query and allow more results. Note: the shown results are incomplete a orISONAR Performance data
[&] P connect to address perfsonart.nipne.ro and port 443:
I 191s  perfsonari.nipne.ro services S
= web/https IPv6
State Host Service lcons  Summary + Quicksearch
B , POTSQNAR connect to address perfsonart.nipne.ro and port 443:
H Reonard Gl asuk et SONAR — connect to address perfsonar.dur.scotgrid.ac.uk ai @ 8m  perfsonar.nipne.ro services Cornnostion tinadout it i
% perfsonar.dur.scotgrid.ac.ul :.reet\:/;i(ctss Prs — 443: Connection timed out web/https IPv6
5 'SOZAR @ 23  peonanestzinalgov perfSONAR TCP OK - 127.300 second response time on
= e e Gt = TCP CRITICAL - Invalid hostname, address or soc : services: owamp  psonartest2.fnal.gov port 861
hersc wobihips 1PV = perfsonar.nersc.gov perfSONAR UNKNOWN - Exception caught while executing plugin
© 31m t2-pfsn2jinrru services: (invalid literal for int() with base 10: b'<IDOCTYPE HTM
m P davelopmenkbnligay perfSONAR = gonnec(ito a‘ddredss pis'deve\opmenl bnl.gov and p pscheduler PUBLIC "-//IETE/DTD HTML 2.0/EN">
services: owamp = onnection timed ou
perfSONAR
S perfSONAR = connect to address ps-latency.clumeq.megil.caar @ 47m  ps100.farm.particle.cz configuration: OK - Auto-URL configured correctl
m Ry cumegincalies services: owamp  — 861: Connection timed out @ B £ B g J
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( see beta version at hitps://maddash.aglt2.org/dashboards )

@ This is a much better situation than what we had with MaDDash because:

e No need to “re”gather data from each perfSONAR instance.

e No latency issues for the displayed data (previously up to tens of hours).
e Provides direct visibility for the centrally gathered data.

Grid

@ Open Science

We do have some challenges to address
e The drill-down capabilities (clicking on a mesh box) needs work because
our central data format differs from perfSONAR devs version
e We also need to change what data is gathered since we are missing some
required metadata for some measurement types.

wWLCG
Worldwide LHC Computing Grid

o
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https://maddash.aglt2.org/dashboards
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Examples for LHCOPN from MaDDash Replacement

Below are some examples of current LHCOPN meshes from the MaDDash
replacement built upon the new perfSONAR developers Grafana+ESnet plugin

OPN Latency

- btwdat 1 .grid kiae.ru
- ccperfsonar2.in2p3.fr
~ |hagperfmon .bnl.gov

btw-lat.t1.grid kiae.ru —
ccperfsonar2.in2p3.fr —.
Ihcperfmon_bnl.gov —
perfsonar-latency.grid.surfsara.nl f..
perfsonar-ow.cnaf.infn.it —
perfsonar-ps.ndgf.org —
perfsonar2-de-kit.gridka.de —..
perfsonar2.ihep.ac.cn —
picperfsonar-latency.pic.es
ps-gsdc01.sdfarm.kr
ps-latency.lhcmon triumf.ca
psl02-gva.cemn.ch
psonar9-191-2.fnal.gov —-
t1-pfsn2.jinr-t1.ru —ij
t1-ps01-it.gridpp.ri.ac.uk -

/%]
2
o
@
o
=
2
(3]
(2]
c
@
Q.
o
B
=4
wm
=]
£
5
o
U 5
=}
o
Ju
=
e
[}
B
;E
=}
5
=

— perfsonardatency.grid.surfsara.nl

— perfsonar-ow.cnaf.infn it
- perfsonarps.ndgf.org

— ps-latency.lhcmontriumf.ca

~ perfsonar2-de-kit.gridka.de
- perfsonar2.ihep.ac.cn

- pigperfsonar-latency.pic.es
— ps-gsdc1 sdfarm kr

~ psl02-gva.cem.ch

- psonar8-181-2.fnal gov

- t1-pfen2.jinrt1.ru

] [silmis =)

— t1-ps01-It.gridpp .H.ac.uk

OPN IPv6 Bandwidth

biw-bw.t1.grid kiae.ru —
ccperfsonar1.in2p3.fr -
Ihcmon.bnl.gov —
perfsonar-bandwidth.grid.surfsara.nl —
perfsonar-de-kit.gridka.de —
perfsonar-ps.cnaf.infn.it —
perfsonar-ps2.ndgf.org —
perfsonar.ihep.ac.cn —
picperfsonar-bandwidth pic.es —
ps-bandwidth.lhcmon triumf.ca —
ps-gsdc02.sdfarm kr -
psb02-gva.cem.ch —
psonar9._fnal.gov —

t1-pfsn1 jinr-t1.ru —
t1-ps01-bw.gridpp.ri.ac.uk —

— btwbwit1.grid kiae .ru

- ceperfsonart .in2p3.fr
~ |hemon bnl.gov

- perfsonar-bandwidth.grid surfsara.nl

— perfsonar-de-kit gridka .de
— perfsonar-ps.cnaf.infn it
— perfsonar-ps2 ndgf.org

— perfsonar.ihep.ac.cn

-~ picperfsonar-bandwidth pices

- ps-bandwidth.|hanon trium f.ca

— ps-gsdc02 sdfarm .kr
— psh02-gva.cem.ch
— psonar9.fnal.gov

- t1-pfani jinrt1 ru

- t1-ps01-bw.gridpp f.acuk

OPN IPv4 Bandwidth

— perfsonar-bandwidth.grid surfsara.nl

— perfsonar-de-kit gridka .de

— perfsonar-ps.cnaf.infn.it

— perfsonar-ps2 ndgf.org

~ perfsonar.ihep.ac.cn

— ps-bandwidth.Ihanon triumfca

— ps-gsdc02 sdfarm .kr
— psb02-gva.cem.ch

~ picperfsonar-bandwidth pices
— psonar9.fnal. gov

— ccperfsonart .in2p3.fr

— btwbwit1.grid kiae ru
— Ihemon bnl.gov

btw-bw.t1._grid kiae.ru —
ccperfsonar1.in2p3.fr —
Ihcmon.bnl.gov —
perfsonar-bandwidth.grid surfsara.nl —
perfsonar-de-kit_gridka.de —
perfsonar-ps.cnaf.infn.it —
perfsonar-ps2.ndgf.org —
perfsonar.ihep.ac.cn —
picperfsonar-bandwidth_pic.es —
ps-bandwidth.lhcmon.triumf.ca —
ps-gsdc02.sdfarm kr -
psb02-gva.cem.ch —
psonar9.fnal.gov —

t1-pfsn1 jinr-t1.ru —
t1-ps01-bw.gridpp.r.ac.uk —

- t1-ps01-bw.gridpp .H.ac.uk

- t1-pfani.jinrt1 ru
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’ Analytics Summary

M@ Network Analytics has been a long-term effort for our small group.

—1 We want to better exploit the large complex network information we gather.
(M There are four general areas of work here:
e Data-preprocessing, e.g.

o Train neural networks to predict network paths, e.g. help us fill the gaps in traceroute(s)
e Build model(s) that represents our network(s)

o Network measurements are inherently noisy and therefore require robust models

e Use ML models for anomaly detection (for alerts & alarms)
o Neural networks, Bayesian/probabilistic approaches
o Detect anomalies in network paths and bandwidth measurements
o Compare with the existing heuristic algorithms that we have developed
e Correlation with other data

o Traceroutes with throughput for example, but also outside of perfSONAR, e.g. FTS
o New types of data appearing (high-touch, scitags, in-band telemetry, etc.)

Worldwide LHC Computing Grid
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Analytics Core Team

| We have a number of people who meet weekly to discuss network analytics
ke and our measurement and analysis platforms.

The core group is comprised of Marian Babik, Shawn McKee, Petya Vasileva
and llija Vukotic.

We often have others join our meetings from ATLAS, CMS, R&E networks, the
perfSONAR team and site or network admins. (Notes available here)

@ Open Science

Through IRIS-HEP (NSF funded institute) we have also managed to bring in a
few fellows who have worked on specific projects identifying network issues or
creating alerts and alarms. This year we have a returning IRIS-HEP fellow,
Yana Holoborodko working with us at CERN till October.

wWLCG
Worldwide LHC Computing Grid
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https://drive.google.com/drive/folders/1I57dnGV2gLxVmrhF0MMBbNJ2Z1-pBfac?usp=drive_link

a% Ve have developed tools to analyze and alert upon alarms identified.

Petya has given recent detailed presentation on this work at the February 2025

ATLAS S&C meeting at CERN.

PS dasia

The main user interface is == =
pS-Dash (shown here =>) ok == ettt
N , e e =
This is a web GUI that - 4 : =
serves as a front-end to our ‘ =
gathered data and =

‘...|'.|' .||'|". Mo ol wve 1|4
| ||‘|| [ | Ll ' ‘III
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generated alarms. ‘ .|...|||....|||....|.|. Wl
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Explore it and let us know
your comments/suggestions
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https://indico.cern.ch/event/1485818/contributions/6326523/attachments/3008783/5304331/Network%20analytics.pdf
https://ps-dash.uc.ssl-hep.org/

