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Because you're tired of hearing about AI




OSG Security Team




Responsibilities

Scanning for vulns

Finding vulnerabilities relevant
to the OSG consortium

Weekly Nessus scanning of OSG-
managed infrastructure

~180 hosts monitored

Coordination with service owners on
remediation







05G Vulnerability Communications in 2026 (YTD)

Communicated Issues by Category

Community Communications by Month

Privilege Escalation

DS  Availability

Authentication / Access Control

Supply Chain

Infarmation Disclosure

Cther

25%

*June count is partial and reflects activity 5o far,
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e Scope: LHC US Tier 2 sites for
ATLAS and CMS

e Conducted a series of lightweight security
exercises to validate secure comms

e Observed response patterns.
e Identified opportunities to improve

e Next exercise planned for 2H 2026




About the Trusted CI Framework

The Trusted CI Framework is a tool t help organizations establish and refine their

cybersecurity programs. In response to an abundance of guidance focused

narrowly on eyberseeunity controls, Trusted Cl set out to develop a new framework thar would
empower ofganizations to confront cybersecurnity from a mission-oniented, programmaric, and full
organizational hifeeyele perspective. Rather than rely solely on external guidance (which isn't tailored
to the organization’s mission and which may lack evidence of efficacy), the Trusted CI Framework
rec ds that organizations take control of their eybersecurnity the same way they would any
other important business coacern: by adopting 2 programmatic approach. This framework is
designed to be understandable and usable by non-cybersecunty and eybersecunty experts alike.







Vulnerability Remediation Timeline

New CVE or exploit Asset scanning & Analyze Scheduling Interruption to
becomes public. inventory check. vulnerability type. maintenance windows.  research projects.
Security researchers Risk assessment of Determine if critical Immediate patches Delayed experiments
disclose a flaw. exposed systems. OS updates need a and server restarts. and scientific analysis.

system restart.



Kernel vuln patching
usuqlly requires a reboot
= Downtime .




Historical context to
show how this risk has

crept up on us. .




@nightfall: fstor atchikernel/linux-2.6.15.4

Linux Kernel vZ2.6.15.4 Configuration

Arrow keys navigate the menu, <Enter> selects submerus --->. Highlighted letters are
hotkeys, Pressing <Y»> includes, N> excludes, <> modularizes features, Press <Esc><Esc>
to exit, <7> for Help, </> for Search, Legend: [#] built-in [ ] excluded <M> module

< » module capshle

<*» acket socket

[*] acket socket: mmapped I0

<> nix domain sockets

<t» Psec user configuration interface

[¥] CP/IP networking

P: multicasting

P: advanced router
kernel level autoconfiguration
tunneling
GRE turnels over IP
P: broadcast GRE over IP
nulticast routing
ARFP daemon support (EXPERIMEMTAL)
TCP =syncookie support (disabled per default)
AH transformation

< Exit > < Help >




Linux kernel modules (typical modern distro)

In use
2.8%

Attack surface
of thousands

of modules
Unused

97.2%




Default deny policy




Tools that can be used

Modprobe-DB

e https://github.com/graysk
y2/modprobed-db

e Service that logs modules
used during boot &
runtime

e Might catch some extra
temporarily used modules



https://github.com/jnuyens/modulejail/
https://github.com/jnuyens/modulejail/
https://github.com/jnuyens/modulejail/
https://github.com/graysky2/modprobed-db
https://github.com/graysky2/modprobed-db
https://github.com/graysky2/modprobed-db
https://github.com/graysky2/modprobed-db
https://github.com/graysky2/modprobed-db

Bigger picture: Science at risk

Hational Ecological Observatlory Network

NSF National Center for Atmospheric Research

Gravitational-wave Astronomy
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Once in a generation risk




Q&A
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