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Overview
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● Content management systems require constant updates and 
maintenance to ensure a smooth user experience

● Deployed Hermes Agent as a contained Mattermost bot
○ NousResearch (https://hermes-agent.nousresearch.com/) 
○ Framework suggested using GPTree: https://gp-tree.com/

● Built to maintain, build, and edit website content using chat 
requests

● Runs using systemd service
○ No shell access, limited privileges

● Project is a test only, further developments are underway

● Primary objective is to allow non-developers wider access to 
the creation process

https://hermes-agent.nousresearch.com/
https://gp-tree.com/go/atlas


Agent + Model
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● Agent is utilizing an in house LLM
○ qwen3.6-35b-a3b
○ Access through OpenAI endpoint

● Hermes is configured with simple yaml
○ Changes to model usage is simple one line config edit
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“update the site to have a new page titled "this is a test demo" and populate the page with 
information about high performance computing, include pictures/videos if needed and ensure 
the page is very detailed and descriptive regarding this topic”

Example prompt:
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Results:
● New home menu link 

created for ‘HPC’ on main 
page

● Completely new page 
created from simple 
prompt
○ Images and video added
○ No Lorem Ipsum 

placeholder text, actual 
content

● Easily editable with 
continued conversation
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Controlled access
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● Behavior in Mattermost controlled through hermes .env 
and config.yaml
○ MATTERMOST_REPLY_MODE=thread
○ MATTERMOST_FREE_RESPONSE_CHANNELS=``
○ MATTERMOST_ALLOWED_USERS=``

● Access to the bot is controlled by various methods:
○ User allow list

■ Users with this access can direct message bot for access
○ Channel access (open to any in channel)

● Lockdown on node is handled with systemd 
‘hermes-gateway’ unit
○ Verified at both kernel and agent levels

■ System writing and privileges are limited
○ For this test the agent was only allowed access to its home dir 

and site dir
■ When blocked from writing to dir outside of allowed agent instead 

wrote to its private /tmp (expected behavior)



Current limitations
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● Threading and memory issues:
○ https://github.com/NousResearch/hermes-agent/issues/4221 
○ thread mode loses follow-up context AND leaks tool output to 

the main channel
○ Only workaround: MATTERMOST_REPLY_MODE=off 

■ flat replies, no threading

https://github.com/NousResearch/hermes-agent/issues/4221


Next steps
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● Expand agents abilities:
○ Moving from static HTML to modern React sites:

■ npm build / install / etc
■ Restarting httpd system service
■ Postgres/SQL creation / commands / etc

● Agent ships with multiple ‘approval’ methods for 
commands
○ Initially set for /approve /deny commands on almost any action

■ When questioned in context it replied why the command was 
considered dangerous

○ Expansion on what needs approve / deny for this test

● Development site in coordination with second production 
agent
○ Channel for ‘approvers’ to pull dev changes from repo to 

production
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● Agent explaining why 
command needs approval

● Example of non approved 
user in channel 
attempting 
communication with bot 
(ignored)



Key Takeaways
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● Working contained agent that edits a real site from chat, 
no web knowledge needed

● Provider and capability are config based, low risk / 
reversible

● What does this solve?
○ Removes overhead of constant security and plugin updates for 

bulky content management systems
○ Simplified approach for normal users to create web applications 

/ sites
○ Easily created documentation!

■ Users can drop plain text explanations into the bot chat and have 
the bot update in real time 


